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Why Use a PKI?

Millions of transactions per day
Who are you doing business with?
Is your information safe?

Is the data accurate?

A PKI can solve all of these problems




X.509 PKI Background

Secure transactions
Privacy
Authentication
Integrity
Non-repudiation
Public/private key pairs
RSA
Use primes and relative primes with modular arithmetic

Temod n -- encryption(T is plaintext)
Cd mod n — decryption(C is ciphertext)

Certificates
X.500 database
X.509 certificates
Certificate Revocation List

X.509 Certificate

, DeScez: Beccals,
JOXQ/enallAnares s nacoalaltress0LT, Xy

http://en.wikipedia.org/wiki/X.509
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PKI Basics

Registration Authority
Registration Process
Certificate Authority
Examples
o VeriSign
o DigiCert
Distribution
Clients
Doing business with certificates

PKI Diagram
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PKI Benefits

Versatile
Banks
E-commerce
Government
o NIST SP 800-32
Privacy
Encryption

PKI Benefits (cont)

Authentication
Certificates
Integrity
Signed Hash
Non-repudiation
Digital Signature
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PKI Problems

Registration and Distribution Problems

2001-Microsoft Certificates given to the
wrong people by VeriSign

Trust
CAis just a company that people trust
How did they earn that trust?
Non-repudiation
Security of your private key

PKI Problems (cont)

Certificate Revocation Lists

Back Dating Invalid Certificates

o Certificates have already been used while
invalid

CRL cache

o Clients can download the CRL and use it until
it expires

o Emergency updates are not downloaded
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X.509 PKI Overview

Securing online transactions

RSA encryption

X.509 Certificates

Registration Authority/Certificate Authority
Benefits

Privacy

Authentication
Integrity
Non-repudiation
Problems
Registration and Distribution
Trust
Non-repudiation
Certificate Revocation List




