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The Pervasive Internet

¥Years ago, computers couldn’t talk to each other 
like they can now

¥Researchers wanted to share information

¥The Internet!

¥Gopher & Veronica (text based google & WWW)

¥When UMICH wanted $$, people adopted 
graphical browsers more quickly

¥Still static content



The Dynamic Internet

¥Dynamic content, next big thing

¥Now web sites can do things like sell you stuff

¥Distributed computing

¥Offload some work from server to client

¥Need to trust client

¥Or check client output!

Dynamic Content Grows
¥Dynamic web content means we can conduct business 

on the web!

¥Web Services are born!

¥Functionalities required:

¥Providers publish, clients find to a service:

¥Universal Description, Discovery, & Integration 
(UDDI) - the yellow pages

¥Clients bind to a service

¥Web Services Description Language (WSDL) - how 
to connect/talk



Web Services Defined

¥ “Self contained, modular applications that can be 
described, published, located, & invoked over a network, 
generally, the World Wide Web,” IBM

¥WWW implies HTTP

¥Web Services really only need XML & a network 
transport protocol

¥Using HTTP means fewer problems with firewalls

¥Most firewalls open to HTTP/SSL

¥Web Services traffic use HTTP & SSL

Hypertext Transport Protocol

¥Communications protocol for handling request/
response traffic between client/server

¥Typically sends Hypertext Markup Language 
(HTML) related traffic over a TCP connection(s) 
through GETs & POSTs



<note>
<to>Students</to>
<from>Professor</from>
<Subject>Reminder</Subject>
<body>Please pay attention in 
class!</body>
</note>

HTML vs. XML

¥eXtensible Markup Language 
(XML) - a generic language to 
describe custom markup 
languages, usually concerned 
with exchange of information. 
Used to store/describe data

¥Hyptertext Markup Language 
(HTML) - designed specifically 
for displaying information 
(documents) with basic 
formatting

<html>
<head>
<title>Note To Students</title>
</head>
<body>
<H1>Please pay attention in 
class!</H1>
</body>
</html>

XML to Share/Communicate

¥Since can create any tags/meaning in XML, how 
share/communicate w/others?

¥Document Type Definition (DTD)

¥Standardizes use of XML

¥Another language to learn

¥No ability to restrict/constrain data

¥XML Schema

¥Use XML to describe the meaning/form of 
document



DTD Example

<!ELEMENT people_list (person*)>
<!ELEMENT person (name, birthdate?, gender?, 
socialsecuritynumber?)>
<!ELEMENT name (#PCDATA)>
<!ELEMENT birthdate (#PCDATA)>
<!ELEMENT gender (#PCDATA)>
<!ELEMENT socialsecuritynumber (#PCDATA)>

DTD

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://
www.cybermasters.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE people_list SYSTEM "example.dtd">
<people_list>
  <person>
    <name>Neptune Cheung</name>
    <birthdate>04/02/1977</birthdate>
    <gender>Male</gender>
  </person>
</people_list>

XML 
following 

DTD

XML Schema Example
<?xml version="1.0" encoding="utf-8" ?>
<xs:schema elementFormDefault="qualified" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:element name="Address">
    <xs:complexType>
      <xs:sequence>
        <xs:element name="Recipient" type="xs:string" />
        <xs:element name="House" type="xs:string" />
        <xs:element name="Street" type="xs:string" />
        <xs:element name="Town" type="xs:string" />
        <xs:element name="County" type="xs:string" minOccurs="0" />
        <xs:element name="PostCode" type="xs:string" />
        <xs:element name="Country">
          <xs:simpleType>
            <xs:restriction base="xs:string">
              <xs:enumeration value="FR" />
              <xs:enumeration value="DE" />
              <xs:enumeration value="ES" />
              <xs:enumeration value="UK" />
              <xs:enumeration value="US" />
            </xs:restriction>
          </xs:simpleType>
        </xs:element>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
</xs:schema>



XML Schema Example

<?xml version="1.0" encoding="utf-8"?>
<Address xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
         xsi:noNamespaceSchemaLocation="SimpleAddress.xsd">
  <Recipient>Mr. Walter C. Brown</Recipient>
  <House>49</House>
  <Street>Featherstone Street</Street>
  <Town>LONDON</Town>
  <PostCode>EC1Y 8SY</PostCode>
  <Country>UK</Country>
</Address>

Putting it Together
¥ Have a way to communicate meaningfully (XML)

¥ How make it more useful/usable?
¥ Need a way to “publish” your service
¥ Need a way for others to “find” your service

¥ Universal Description, Discovery, & Integration (UDDI)
¥ Way to publish your service

¥ Web Services Definition Language (WSDL)
¥ Tell others how to bind to your serivice

¥ Simple Object Access Protocol (SOAP)
¥ Envelop for XML communication



Vulnerabilities

¥WSDL Scanning

¥Parameter Tampering

¥XPATH Injection

¥Recursive Payload

¥Oversized Payload

¥External Entity

WSDL Scanning

¥Simple Google search

¥“filetype:wsdl”

¥“index of /wsdl inurl:wsdl amazon”

¥Returns available web services

¥But these are public services, no?!

¥Sometimes administrator only services

¥Sometimes server is not locked down properly



Parameter Tampering

¥Think Injection

¥SQL injection

¥ In a user input field, add SQL statements that 
might be parsed as commands (if not configured 
correctly)

¥Traverse directories

¥Change the url  to attempt to access other files/
directories

¥Out of bound parameters (array indices, etc)

XPath Injection

¥XPath used to refer to points, or parts of XML 
document

¥Can be used to reveal secret data

¥Easier than SQL injection (SQL is DB dependent)



XPath Injection

//users[username/text()=’admin‘ and  
password/text()=’’ or ‘1’=’1‘ ]/id/text()

<?xml version=”1.0” encoding=”ISO-8859-1”?> <users>
     <user>
           <id> 1 </id>
           <username> admin </username>
           <password> xp8th! </password>
     </user>
     <user>
           <id> 2 </id>
           <username> test </username>
           <password> test987 </password>
     </user>
<user>
           <id> 3 </id>
           <username> bigolnerd </username>
           <password> nerdsneedlovetoo </password>
     </user>
</users> 

Recursive Payload
¥DOS attack
¥Parser tries to load entire XML Document
¥Extreme amounts of nesting can break machine



Oversize Payload

¥Crash server by sending huge XML document

¥Uses all available memory

¥Essentially, buffer overflow

External Entity

¥An untrusted entity could trick system into access 
local data

<?xml version="1.0" encoding="ISO-8859-1"?>
<!DOCTYPE foo [
  <!ELEMENT foo ANY>
  <!ENTITY xxe SYSTEM "c:/boot.ini">
]>
<foo>&xxe;</foo> 


