








<note>

<to>Students</to>
<from>Professor</from>
<Subject>Reminder</Subject>
<body>Please pay attention in
class!</body>

</note>

<html>

<head> :
<title>Note To Students</title>|
</head>

<body>

<Hl>Please pay attention in
class!</H1>

</body>

</html>




DTD Example

<!ELEMENT people_ list (person*)>

<!ELEMENT person (name, birthdate?, gender?,
socialsecuritynumber?)>

[)1-[) <!ELEMENT name (#PCDATA)>

<!ELEMENT birthdate (#PCDATA)>

<!ELEMENT gender (#PCDATA)>

<!ELEMENT socialsecuritynumber (#PCDATA)>

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://
www.cybermasters.org/TR/xhtml1l/DTD/xhtmll-transitional.dtd">
<?xml version="1.0" encoding="UTF-8"?>

<IDOCTYPE people list SYSTEM "example.dtd"> XML
<people list> {
<person> following
<name>Neptune Cheung</name>
<birthdate>04/02/1977</birthdate> DTD
<gender>Male</gender>
</person>

</people_list>

XML Schema Example

<?xml version="1.0" encoding="utf-8" 2>
<xs:schema elementFormDefault="qualified" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="Address">
<xs:complexType>
<Xs:sequence>
<xs:element name="Recipient" type="xs:string" />
<xs:element name="House" type="xs:string" />
<xs:element name="Street" type="xs:string" />
<xs:element name="Town" type="xs:string" />
<xs:element name="County" type="xs:string" minOccurs="0" />
<xs:element name="PostCode" type="xs:string" />
<xs:element name="Country">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="FR" />
<xs:enumeration value="DE" />
<xs:enumeration value="ES" />
<xs:enumeration value="UK" />
<xs:enumeration value="US" />
</xs:restriction>
</xs:simpleType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>




XML Schema Example

<?xml version="1.0" encoding="utf-8"?>
<Address xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemaLocation="SimpleAddress.xsd">

<Recipient>Mr. Walter C. Brown</Recipient>
<House>49</House>
<Street>Featherstone Street</Street>
<Town>LONDON</Town>
<PostCode>EClY 8SY</PostCode>
<Country>UK</Country>

</Address>

Putting it Together

¥ Have a way to communicate meaningfully (XML)

¥ How make it more useful/usable?
¥ Need a way to “publish” your service

¥ Need a way for others to “find” your service
uDDI

¥ Universal Description, Discovery, & Integration (UDDI) O S QAR
| L =) Refer
¥ Way to publish your service

¥ Web Services Definition Language (WSDL) Register Search
¥ Tell others how to bind to your serivice

WSDL
¥ Simple Object Access Protocol (SOAP) m
Connect

¥ Envelop for XML communication Service Service
Supplier User










XPath Injection

<?xml version="1.0" encoding="IS0-8859-1"?> <users>
<user>
<id> 1 </id>
<username> admin </username>
<password> xp8th! </password>
</user>
<user>
<id> 2 </id>
<username> test </username>
<password> test987 </password>
</user>
<user>
<id> 3 </id>
<username> bigolnerd </username>
<password> nerdsneedlovetoo </password>
</user>
</users>

//users[username/text()='admin’ and
password/text()='' or ‘1l'='1"

]1/id/text ()

Recursive Payload

¥DOS attack

¥ Parser tries to load entire XML Document

¥ Extreme amounts of nesting can break machine

1i «?xwl wversion="1.0" encoding="utf-5"7?>

2{ «<zoap:Envelope Hmlns:soap="http://schemas.xmlaoap.ory/soap/ enve
] <goap: Body>

1 <BuildieztediMLEesponse xmlns="http://qa.forumsys. com w2
5 <BuildMNestedXMLEResult:>

& <EML 1

7 <EML_2>

= <XML_3>

9 <EZML & />

10 </EML_3>

11 </ZML_2>

1z </XML_1>

13 </BuildNezstediMLResult>

14 </BuildiestedXMLEesponses

15 </ zoap:Body>

16! </aoap:Envelaopes




<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE foo [
<!ELEMENT foo ANY>
<!ENTITY xxe SYSTEM "c:/boot.ini">
1>
<foo>&xxe;</foo>




